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Wireless LAN Client Configuration Guide for Windows 1(1

Configuring 802.1X Authentication Client for Windows 10 & above

Type Control Panel on the search window. Click Control Panel
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1.1 In the Control Panel window, click on “Network and Sharing Center”.
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1.2 In Network and Sharing Center, click on “Setup a new connection or network”.

@ Set Up a Connection or Network

Choose a connection option

Connect to the Internet

Set up a broadband er dial-up connection to the Internet)

%h Set up a new network
se®, SEtUp @ new router or access point.

thManuaHz connect to a wireless network I
onnect to a hidden network or create a new wireless profile.

Connect to a werkplace
Set up a dial-up or VPN cennection to your workplace.

1.3 In Setup, a connection or network, click on “Manually connect to a wireless network”
and click Next.

— X

@ Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L et up a new network
e, SELup 3 new router or access point.

Manually connect to a wireless network

Connect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

Mext || Cancel |
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1.4 When prompted to enter the wireless network information:

Enter the correct Network name/SSID. (See Table 1 below)

Select “WPA2-Enterprise” as the Security type. Encryption type will default to
AES.

Enable the “Start this connection automatically” checkbox.

Enable the “Connect even if the network is not broadcasting” checkbox.

Click the “Next” button

The SSID to be used are as follows:

User Group SSID
All Students NYP-Student
All Staff STAFF

All Adjunct Lecturers/IOT Devices | NYP-Account

Table 1

For Student, please see below configuration settings:

¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: | MNYP-5tudent |

Security type: WPAZ-Enterprise -

Encryption type: AES

Security Key: Hide characters

Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your cornputer's privacy might be at risk,

Cancel
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For Staff, please see below configuration settings:

Enter information for the wireless network you want to add

Metwork name: ETAFF'

Security type: WPA2-Enterprise

Encryption type: |AES

Security Key: [ Hide characters

Start this connection automatically

onnect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might ke at risk.

For Adjunct Lecturers / IOT Devices, please see below configuration settings:

€« Q Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: | MNYP-Account |
Security type: | WPAZ-Enterprise e |
Encryption type: |AES w |
Security Key: Hide characters

[] Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Mest || Cancel |
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1.5 After adding the wireless network profile successfully, click on the “Change
Connection settings”. Pop-up window will appear. (For example, connecting
to NYP-Student SSID)

E¥ Manually connect to a wireless network

Successfully added NYP-Student

— Change connection settings

Open the connection properties so that | can change the settings.

Close
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1.6 In the pop-up window, Wireless Network Properties:
e Ensure the checkboxes for “Connect automatically when this network is in range”

and “Connect even if the network is not broadcasting its name (SSID)” are
checked.

e Click on the “Security” tab.

MYP-5Student Wireless Metwork Properties et

Connection) Security

MName: MYP-Student
5510 MYP-Student
Metwork type: Access point

Metwork availability:  All users

[«]iConnect automatically when this network is in range

[ Look for ather wireless netwarks while connected to this netwark
Connect even if the network is not broadcasting its name (S5I0)
[ |Enable Intel connection settings

Configure...

Cance
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1.7 Under the Security options:
e Ensure Security type is set to WPA2-Enterprise.
» Ensure Encryption type is set to AES.
e Select “Microsoft: Protected EAP (PEAP)” for network authentication method.
e Uncheck the “Remember my credentials for this connection each time I'm logged
on” checkbox.
e Click on “Settings” button.

STAFF Wireless Metwork Properties >

Connection  Security
Security type: WPAZ2-Enterprise =

Encryption type: AFES o

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) w Settings

[ ]remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel
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1.8 In the Protected EAP Properties page:
* Uncheck “Verify the server’s identity by validating the certificate”.
e Check “Enable Fast Reconnect”.
e Select “Secured password (EAP-MSCHAP v2)” for authentication method.
e Click on the “Configure...” button.

Protected EAP Properties >

When connecting:

@eriﬁa the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;. *\.srv 3\ com):

Trusted Rook Certification Autharities;

Ml ~ddTrust External CA Root A
[] affirmTrust Commercial

[] Baltimore CyberTrust Root

[] bitlocker.nyp.edu.sg

[ ] Class 3 Public Primary Certification Authority

[ ] cigiCert Global Root CA

|:| DigiCert High Assurance EV Root CA W
£ >

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) ~ Configure...
;. able Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

Cancel

e Uncheck the “Automatically use my Windows logon name and password”.
e Click on OK button.

EAP MSCHAPYZ Properties X
When connecting:

Automatically use my Windows logon name and
passward (and domain if amy).

Corcs
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1.9 Under the Security options:
Click on the “Advanced settings” option from the followings:

MNYP-5tudent Wireless Metwork Properties x

Connection  Security

Security type: WPAZ2-Enterprise i

Encryplion type: AES ~

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) e Settings

Remember my credentials for this connection each
time I'm logged on

| Advanced settings |

0K Cancel

< Ensure the checkbox for “Specify authentication mode” is checked.
Select “User authentication” under the Specify authentication mode.

Advanced settings >

802, 1¥ settings 302, 11 settings
sPecify authentication mode:
User authentication v Save credentials

Delete credentials for all users

["]Enable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon

-

Maximum delay (seconds): 10

-

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Cancel
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1.10 Click the “OK” button twice to return to the below screen. Click on “Close” button.

£ Manually connect to a wireless netwark

Successfully added NYP-Student

— Change connection settings

Open the connection properties so that | can change the settings.

Close

X

1.11 You have successfully created a wireless network profile.

10
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2.1

Connection to NYP wireless LAN

When you are within range of the wireless Access Point and your wireless network
radio enabled, Windows will display a pop-up message on your taskbar.

When you click on the pop-up message, the below screen will appear. Enter your
username and password to login to the wireless network.

Sign in

Sign in

Password

Domain:

For Student Wireless Login to “NYP-Student” SSID
Use Student Portal username and password

For Staff Login to “STAFF” SSID

Use Windows Login name and password

For adjunct lecturer login to “NYP-Account” SSID

Use Office 365 username and password.

11
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If the logon does not appears, type settings on the search window. Click Settings.

Settings

Apps

- Services

Folders

SendTo

/- Searches

Documents

se

Unified Serviceability

58 Search my stuff

Trusted Windows Store app

iManage Express Search

CallManager Serviceability

|1 security.config.cch - in v2.0.50727.312

| security.config.cch - in 64bit

2.3 Click on Network & Internet

Settings

£33 SETTINGS

=

System

Display, notifications,

apps, power

L

Accounts
Your account, sync
settings, work, other
users

Devices
Bluetooth, printers,
mouse

A
Time & language
Speech, region, date

| Find a setting

&

Network & Internet
Wi-Fi, airplane mode,
VPN

-~
il
7
'~
Ease of Access
Narrator, magnifier,
high contrast

0\

Personalization
Background, lock
screen, colors

&

Privacy
Location, camera

12
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2.4 Click on the SSID that you have configured previously and connect as shown below.

= Settings - O X
£02  NETWORK & INTERNET | Find a setting 5|
Wi-Fi -
Wi-Fi
Airplane mode
@ on
Data usage
STAFF
VPN '0) Connected
NYP-Student
Dial-up @
Connect automatically
Ethernet
Proxy Connect
SIT-POLY

2.5 Key-in your username and password.

Sign in

Sign in

LJSE!I' name

Password

Domain:
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2.6 Click on “Network and Sharing Center” under Control Panel and you will see Access type
Connections “Internet” as highlighted.

View your basic network information and set up connections

View your active networks

NYP-Student
Public network

Access type: Internet

2.7 Click on “Wi-Fi (NYP-Student)” and you can check the SSID, signal quality.

ol Wi-Fi Status >
General
Connection
IPv4 Connechivity: Internet
IPvE Connectivity: Mo network access
Media State: Enabled
S5ID: MYP-Student
Duration: 00:40:22
Speed: 400.0 Mbps

Signal Quality:

Wireless Properties

]

Activity
Sent L_‘ﬂ : Received
Bytes: 347,033 243,534
GEruperﬁes Ggisable Diagnose
Close
End of Pr [
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