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What is MFA (MULTI FACTOR AUTHENTICATION)

An authentication method that requires the user to provide two or more verification factors to gain
access to a resource.

Why need MFA

Reduce the risk of account takeovers and provide additional security for users and their accounts since
over 80% of cyber breaches happen due to weak or stolen passwords.

Requirement
Please use your laptop to setup MFA for the first time.

On your phone, download and install the Microsoft Authenticator app from Google Play Store or
Apple Store before proceeding with this guide.

Steps
On your laptop,

i) Enteryour NYP email address (student admin

https://mynypportal.nyp.edu.sg/ no@mymail.nyp.edu.sg) when prompted then click
“Next”

ii) Enter your password (Use the same password that you
last used in the e-enrolment system) and click “Sign

”
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More information required

Your organization needs more information to keep
your account secure

Use a different account

earn more

l|Page


https://mynypportal.nyp.edu.sg/
mailto:no@mymail.nyp.edu.sg

Official (Open)

Use your phone to scan QR code, Keep your account secure
after C“Cking NEXT. Your organization requires you to set up the following methods of proving who you are.

Method 1of 2: App
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App Phone

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".
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L want to set up a different method

Check your phone for the
random number that appears
on screen and input the
number. Method 1of 2: App
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App Phone

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.
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Enter your mobile number.
Keep your account secure
Your organization requires you to set up the following methods of proving who you are.
Method 2 of 2: Phone
App Phone
Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

‘Smgaporebss) v Enter phone number

@ Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

L want to set up a different method
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This shows MFA has been
successfully registered.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Done

App Phone

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

&

Phone

+65 97277625

6 Microsoft Authenticator
O/ iPhone 13

7

g Microsoft Authenticator

On your laptop, you are going to
test MFA is working.

Enter the number on your phone
that is displayed on the laptop
screen.

https://mynypportal.nyp.edu.sg/

NYP PCOW (NYP_HELPIT from PCOW@nyp.edu.sg) is signed in

NPNANYANG
POLYTECHNIC
helpdesk4@nyp.edu.sg
Approve sign in request

@ Open your Au

No numbers in your app? Make sure to upgrade to

the latest version,

nticator app, and enter the

Upon success authentication, you Q[ Pla[ =S w00
will be directed to the main page How to upgrade to
SIMPLYGO CONCESSION

of the student portal.
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Upgrade your existing Concession
Gard atany ticketing machine or
TransitLink Ticket Offces

Bursaries
Available

Download the EZ-Link app Enjoy the cor
and pair it with your SimplyGo of Simpl,
Concession card. Concessf
@ezlink
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[Note]
If you encounter issues or have any enquiries with the MFA setup, please contact Student IT Helpdesk.

Hotline : 6550 0099
Email : NYP_STUHELPIT_from.pccw@nyp.edu.sg
Location : Blk A Level 1, room A.152 (@ Food Central)

Operating hours
Mon to Fri: 8.30am to 7.00pm
(Closed on weekends & Public Holidays)
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